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Happy New Year to everyone. I hope you all enjoyed the holiday season and, rested 
and refreshed, are now back hard at it. Before the holidays last year, we had a very in-
teresting meeting on security and monitoring with some practical examples that was 
found informative by all who attended. We even had a few free items to give away, 
courtesy of the vendor. We are thinking of making this a regular practice as an incentive 
to attend. 

In January, we have a meeting, which is advertised elsewhere in the newsletter. I look 
forward to seeing you at the meeting Come up and introduce yourself to me. We have a 
seminar planned for February 20th by CanAudit, so mark that date on your calendar. 

Our chapter membership continues to grow, as of the end of November we were at 157 
members, up 9% versus last year. Remember our chapter is only as strong as the 
membership. We need your attendance at meetings, on the board and even through 
suggestions. I look forward to meeting with most of 
you at one or more of our meetings. See you in the 
New Year!   

Ken Proudfoot   
 2007—2008 Chapter President 

President’s Message 

RSVP—By Friday - 1/11/08 

• Menu:  
 
 Beef Tips with Noodles: Tender pieces 
of beef in a flavorful wild mushroom cab-
ernet sauce. Served over warm buttered 
egg noodles ; Garden Salad ;  
Chef’s Choice Vegetables; Freshly 
Baked Rolls & Assorted Desserts. 
 
 
• RSVP by noon on Friday 1/11/08 to 

Myra Balgos via: 
• email: myra.balgos@bcbsfl.com 
• phone: (904) 905-4663 

 

************January Chapter Meeting************ 
Wednesday January 16, 2008 

 Ethics Hotlines 
 Presented by  

Seandrika Jennings—Compliance Auditor, CSX 
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January 2008 

Meeting Details 

• Date: Wednesday January 16, 2008 

• Time: 11:30am to 1:00pm 
 
• Cost: $25  Members  $30 Non-

members 
 
Location:  
UNF University Center—Room 1020 
 
Note:  signs will be posted inside the 
building 

******************************************************************************************** 
Cancellation Policy: 
Cancellations received after the registration deadline will not be accepted.  The member will be held 
responsible for the respective charge noted above, whether or not the member attends.  Accordingly, 
members are encouraged to find a substitute member if they are unable to cancel by the deadline.  
********************************************************************************************* 
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Calendar of Events 
Dates of conferences are indicated in RED; other dates and dead-

lines are indicated in BLACK. 

 

January 
9 January… ................ Early-bird registration deadline for 

2008 EuroCACSSM 

15 January ................. Deadline for chapters collecting 
local dues to send payment de-
tails to ISACA International Head-
quarters 

21-22 January ............ Asia-Pacific CACS 

 ................................... Muscat, Sultanate of Oman 

22 January ...................... Deadline to submit articles for con-
sideration for vol. 3, 2008, of the 
Information Systems Control Journal 

28-29 January ............ Information Security Confer-
ence 

 Panama, Republic of Panama 

30 January ................. Early-bird registration deadline for 
Training Week Dallas, Texas, USA 

29 January ...................... e-Symposium, From Information 

Security to Information Risk Man-

agement 

February 
13 February .................... Early-bird registration deadline for 

June 2008 CISA and CISM exams 

and 2008 North America CACS  

25-29 February............... ISACA® Training Week 

Audit Program Contest! 
We are having an audit program writing contest for 
the chapter.  Based on Welland’s narrative (See pg 3-
6), participants must identify the corresponding key 
controls within the narrative and use them to de-
velop the audit program. The controls on the audit 
program should identify the Risk they are mitigating.  
Submit your audit program or any questions via 
email to: 
contest@isaca-jax.org 
�

���������������	�
��
• Audit programs must be submitted  no later than 

March 19, 2008. 

• The ISACA Jacksonville Chapter will review all Audit 
programs before the first week of April. 

• Three nominees (3) will be mentioned during the April 
luncheon and will have 20 minutes max to present 
their corresponding audit program to the judges. 
Awards will be given during the same event. Nomi-
nees will be informed via email by April 4, 2008. 

• A panel of judges will decide on the placements after 
the presentations. 

• Everyone who submitted an audit program must be 
present at the luncheon for nominee possibility. 

• Luncheon will be from 11:30 am to 1:30 pm – 2 hours 
total. 

• Audit programs must be developed using excel spread-
sheet (NO word doc). 

• Any audit program template may be used. 

• Content of audit programs must be consistent with 
some type of naming convention. 

�

PRIZES!!!!!! 
 

1st place - $200.00 

2nd place- $100.00 

3rd. place- $ 50.00 

About the Speaker 
 

Seandrika Jennings currently serves as a Compliance 
Auditor for CSX Corporation’s Internal Audit department. 
Ms. Jennings’ responsibilities include the management of 
CSX’s Ethics Information Hotline. Ms. Jennings also sup-
ports the Internal Audit department by assisting with vari-
ous compliance audits. Prior to joining Internal Audit, Ms. 
Jennings was an Accounts Receivable Supervisor with 
CSX Corporation from 2001-2004, and a Field Billing 
Specialist with CSX Transportation from 2004-2007. 

Ms. Jennings is a graduate of Jacksonville University. Ms. 
Jennings is a member of the Institute of Internal Auditors 
and also serves as a Board Member for the Professional 
Development Committee of the National Association of 
Black Accountants, Jacksonville, FL chapter. 
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About ISACA 

With more than 65,000 members in more than 140 countries, ISACA® 
(www.isaca.org <http://www.isaca.org/> ) is a recognized worldwide leader in IT 
governance, control, security and assurance. Founded in 1969, ISACA spon-
sors international conferences, publishes the Information Systems Control Jour-
nal®, develops international information systems auditing and control stan-
dards, and administers the globally respected Certified Information Systems 
Auditor™(CISA®) designation, earned by more than 50,000 professionals since 
inception, and the Certified Information Security Manager® (CISM®) designa-
tion, a groundbreaking credential earned by 6,500 professionals since it was 
established in 2002. 

  

I SA CA  J a ck s o nvi l l e  
Ch a p t er  

Contest Narrative — Welland Enterprises 
 
Profile: 

Welland Enterprises, The Group's principal activity is to provide voice automation and data management solutions for 
the telecommunication carrier and enterprise markets. It offers enterprises and networks carriers a flexible, scalable inte-
gration platform, a powerful application development environment and comprehensive services. The Group also operates a 
portfolio of operations support services, including maintenance programs, technical support, monitoring and surveillance 
and disaster recovery services. It operates in Orlando, Florida.  

Physical Security Narrative 

Guard Services: 

Welland’s physical security philosophy focuses on implementing processes and technology that will protect both corporate 
property and employees.  This effort is lead by the VP of Administration, and the Acme Security Site Manager. 

Procedures exist which detail access restrictions to both Tower I and Tower II.  These documents detail the procedures to 
secure the data center in Tower II, which also contains the tape storage room and Network Operations Center.  Management 
reviews and updates these policies and procedures on a periodic basis.   

Upon hire, Human Resources provide each user with Emergency Procedures documentation. This documentation summa-
rizes the fire/smoke, tornado/storm, elevators, medical emergency, bomb threat, and civil disturbances procedures that each 
person must follow to ensure their safety.  This documentation also details contact numbers and persons, and alternate loca-
tions to use if the main areas are not available.  Additionally, management assigns a fire marshal to each department to 
guide traffic during an emergency. 

Welland contracts with Acme Security to provide an onsite security staff to monitor access to the Tower and its perimeter.  
The staff provides 24 hours X 7 days/week security services on the Orlando campus.  The security staff receives a minimum 
of one week training, depending upon their responsibilities. 

There are 26 cameras at Tower I and 55 at II Tower strategically located to monitor entrance and exit doors, as well as other 
restricted and sensitive areas throughout the company.  The VP of Administration or the Acme Security Site Manager will 
generate guard activity reports on a weekly basis in order to review the weekly activity of guards, particularly in highly sen-
sitive areas such as the Executive, Human Resources, and the Data Center areas.  Based upon prior experience, the Acme 
Security Site Manager had determined how long it takes a guard to effectively monitor each area.  If the report produces 
results that exceed the expected time, additional investigation is undertaken on the guard in question. 

Security guards monitor each entry/exit point in both Tower I and Tower II.  The following security procedures apply to 
each location:  
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Tower I (Orlando Corporate Offices) – Employees entering the Tower must display an employee ID badge.  If the security 
guard does not observe the employee’s badge, the security guard asks the employee to display their badge.  Employees without 
security badges must sign-in and provide the guard with the name of a sponsor (an employee who possesses a valid employee ID 
badge and can verify the identity of the requesting employee).  Security will request that the sponsor come to the security desk to 
sign-in the employee.  Once signed in, the security guard will assign the employee a visitor’s badge for the day. 

Tower II (Orlando Data Center) – Employees must use their access card to enter the Tower.  After entering the Tower, the 
employee must display their ID badge to validate access to the Tower.  Employees without an ID badge must use the security 
guard call button on the Tower access device located at the entryways.  Once the security guard determines that the employee 
possesses a valid reason for gaining access to the Tower, the guard grants access to the Tower.  Once the employee enters the 
Tower, the process is the same for entering Tower I (see above procedures). 

Each night, the security guards run a log report to determine which visitor badges were not returned to the security desk.  The 
security guards will deactivate these missing badges to ensure that nobody gains unauthorized access to the Tower. 

Security monitoring stations are setup at each entrance of the Tower II and the entrance at Tower I.  At each station, the guard 
has the ability to see and monitor all of the access activity throughout the Tower and surrounding perimeter.  At Tower II, the 
guards can also monitor the activity and perimeter of Tower I and the Tampa, FL location via cameras.  The guard stations in 
Tower II also have electronic directories of employees.  This encourages the guards to focus on their primary jobs instead of try-
ing to locate employees for visitors.  Guard stations in both Towers contain monitoring screens, security alert notification de-
vices, and standard operating procedure manuals. 

Recording devices within the main security room in Tower II record and maintain security logs showing Tower access activity 
for 90 days.  After 90 days, these tapes rotate offsite to Iron Mountain (Welland’s offsite storage provider) via the weekly offsite 
rotation process.  Within this facility, security guards monitor a console that notifies them about the operational malfunctioning 
of facilities equipment such as water levels, cooling towers, condensation pumps and CHW pressure. 

Management grants special access to the 4th floor of Tower II, which houses the data center, on a needs only basis.  A user wish-
ing to access the 4th floor must pass their access card over the card reader prior to enabling the 4th floor key within the elevator.  
Additionally, data center management issues special ID cards to employees, which visually identifies them as having access to 
this floor, in order to prevent piggybacking on legitimate employee access.  

Vendor access to the data center is through a man trap door.  Both doors are normally locked. Upon approaching the mantrap 
area (from either side), the guard will activate an input device by entering a code or turning a key switch. The input device sends 
a signal to the power supply to unlock that particular door, allowing entrance into the vestibule area.  
 
Inside the vestibule, the occupants must wait until the open door is closed and locked before proceeding. A sensor on the door (or 
lock) will tell the power supply when the door is locked. Only when both doors are in the locked position will the power supply 
accept a signal to unlock a door. The guard then activates an input device at the next door, which then unlocks and allows egress 
out of the vestibule area.  

The mantrap system is monitored at a remote station, a guard station. This was accomplished by wiring two separate output 
signals from the power supply output terminals to a remote monitor. The remote monitor will have 2 LED's per door. When 
closed and locked, each door will display the red LED. Once a door becomes unlocked and opened, the green LED will light notify-
ing the guard that door is in use. 

Physical Access Control: 

In general, all employees have access to the main entrances in both Tower I and Tower II, and general access within these Tow-
ers.  For Tower I, general access is given to all areas, except the Finance and HR Benefits, Executive and Legal areas until 6PM.  
For Tower II, general access is the lobby and the 3rd floor lobby until 6PM.  (Card access restricts the customer support area on 
the 3rd floor from the lobby throughout the entire day.)  A central monitoring device connects all security access devices, and will 
track areas that employees had entered throughout the facilities. 

Once in the Towers, an employee’s primary job function and responsibilities determines their level of access within the facilities.  
It is the employee’s direct supervisor’s responsibility to complete the necessary access forms and submit them to the VP of Admini-
stration, for review and approval. Different background colors exist to notify security of access type: permanent employees have 
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a black background and temporary employees have a yellow background. 

Management restricts access to the 4th floor data center in Tower II, and employees must demonstrate a valid business need.  The 
VP of Administration approves all access to this floor, notifying the onsite Acme security staff to activate ID badge access after 
approval.  To get access to the raised floor area, an employee must submit three forms of identification: (1) valid access via a card 
reader, (2) hand geometry scan, and (3) a PIN number.  Users with valid credentials can enter via revolving doors, which pre-
vents tailgating into the area.  (If the system detects a tailgater, the revolving door will reverse and back this person out.)   

Once in the data center, the card reader system further restricts access to data centers, computer rooms, labs, rooms containing 
wiring or communications equipment and Network Operations Center (“NOC”) based upon the employee’s need to access these 
areas.  Cameras strategically positioned at emergency exits monitor access to the data center floor. 

Management reviews employee access lists for these areas during regular quarterly audits, removing access if the user cannot 
demonstrate a valid business need. 

Welland Enterprises has a centralized logging and monitoring system; critical applications and sensitive areas are configured to 
record daily activity to a centralized logging system (e.g. invalid access attempts, employee transfers and terminations). Moni-
toring reports are scheduled daily, weekly and monthly. Ad-hoc reports can also be extracted from the centralized logging sys-
tem. 

The VP of Administration receives a daily report from the payroll system for those employees whose access was changed (i.e., 
terminated or transferred).  After reviewing this report, the VP of Administration sends it to the Acme Security team to remove 
an employee’s access to the Tower.  Human Resources can also notify the VP of Administration by telephone to remove an em-
ployee’s access.  Human Resources requires terminated employees to submit their ID badge and access card to Acme Security 
prior to leaving the Tower.  

Environmental Safeguards 

Fire Detection and Suppression 

Tower II divides into East and West zones.  The fire alarm panels are in the Fire Control Room on the 1st floor of the East end of 
the Tower.  The alarm panels automate the fire alarm system on all Tower devices.  When a device activates, it sends a signal to 
the fire alarm panel, which activates audio/visual signals, shuts down the HVAC system recalls the elevators to the first floor, and 
dials a monitoring service that notifies the fire department and Tower staff. 

A 750-gallon per minute fire pump resides on the 1st floor of the Tower’s East end.  The Tower employs a VESDA and SCADA pre-
action sprinkler system for fire protection.  This system activates by a drop in pressure within the sprinkler system that result 
from an active sprinkler head or open valve on the sprinkler risers.  When water flow occurs, a flow switch activates and sends a 
signal to the fire alarm panel.  The fire pump can also start manually by pressing a button on the Fire Pump Controller. 

The Fire Pump Controller resides adjacent to the fire pump at the East end of the Tower.  This device automatically starts the fire 
pump according to the sprinkler system pressure.  Once it activates, the fire pump must be manually shutdown at the controller 
by either pressing the red stop button or by disconnecting the main switch. 

Smoke detectors reside in mechanical and electrical rooms, elevator lobbies, and return air ducts on each floor.  These devices 
sense smoke and dust particles by photo electronic eyes, which send a signal to the fire alarm panel when they activate. 

Pull stations reside at the stairwell entrances on each floor.  Tower occupants can use these devices during an emergency.  They 
send a signal to the fire alarm panel when active.  Additionally, numerous fire extinguishers reside throughout the facility. 

The data center has a 18,000 square foot raised floor area, with drains residing underneath these floors to draw water away 
from sensitive equipment.  Alarms notify personnel when they detect moisture underneath the raised floor. 

The tape vault of the data center contains FM200 gas tanks, which automatically suppresses fire by removing all oxygen from the 
environment.  Facility personnel can manually override the FM200 discharge within thirty seconds after the second alarm.  
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Backup Power Supply 

The data center possesses redundant underground utility feeds to three diverse switchboards that are capable of supporting 
100% of the Tower’s power load. 

Tower I has a 350 kW backup generator and 200 KVA UPS Xiom Systems.  They support the Tower’s computer and security 
power.  During an outage no lights, air conditioning, or heat will be restored.  The generator is a 400-gallon tank.  Welland has 
an agreement (SLA) with a local supplier to provide additional fuel for an indefinite run time.  There are two manual power feed 
from Florida Power.  It would take 2 hours to switch. 

Behind Tower II, there is the main power facility to the rear of the Tower.  This facility is limited to a few key personnel such as 
engineering, security, and property management.  The facility houses the gas supply generators, major cooling units, and main 
battery supply.   

There are two Caterpillar generators that will automatically start-up upon a power failure.  They serve as the main power con-
trolling point for Tower II East and West wings.  These generators will sustain 1 full-extended outage.  Welland has an agreement 
(SLA) with a local company to have an unlimited supply of gas to be delivered to the site within 3 hours of notification. 

A mechanical plant in the facility houses the two DICO power manager system controls panels for the Tower II East and West 
wings.  These units can shut down the power in the entire Tower from its central location. 

The McFarland MacroTech Chillers and WesMaster Cooling Towers provide central cooling that feeds the cooling units in Tower 
II East and West.  This section of the room has redundant coolers.  They are the cooling towers for the Xiom units on the 1st floor 
of Tower II.  These units provide the water purification process.   

From the West of Tower II on the 1st floor, authorized employees can access the break room, mailroom, and/or power supply 
rooms.   

Within the battery room, power is supplied to the generators and the UPS systems.  There are two Artieye coolers in batteries.  
They will cool up to 10,000 square feet.  There is also a portable cooler.  There is also a UPS room.  The UPS (CPAC 15, 18, and 25) 
will activate after 6 seconds of an outage.  There are also HBS 3200 Honeywell systems that are used to clean and direct the 
power throughout the Tower and two Xiom air conditioning units.  All rooms have additional space for expansion. 

Disaster Recovery 

At this time Welland does not have a disaster recovery plan in place. Management has been talking about this known deficiency 
for almost 2 years but no action has been taken so far. 

 
 

  Good Luck to 
all who submit 
audit programs 
to the contest!!! 

Welcome New Members 
We would like to welcome the following 

new members to the Jacksonville Chapter 
 

John Vaughn 
Ashkan Ardalani 

Ismail Fareed 
Diana Hayes 
Bob Lomboy 

Kirsten Thompson 
David Croxton 


